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	You must be able to: 

	1. Understand network security principles.

	1.1 Identify various security policy elements.
	
	
	

	1.2 Identify risk factors.
	
	
	

	1.3 Identify security-related organizations.
	
	
	

	1.4 Manage key resources to secure.
	
	
	

	1.5 Manage general security threat types.
	
	
	

	1.6 Manage access control.
	
	
	

	2. Understand encryption.

	2.1 Identify current encryption technologies.
	
	
	

	2.2 Plan the implementation of internetwork encryption.
	
	
	

	2.3 Manage the implementation of internetwork encryption.
	
	
	

	2.4 Evaluate the implementation of internetwork encryption.
	
	
	

	3. Be able to implement network security.

	3.1 Plan the implementation of a network security solution.
	
	
	

	3.2 Manage the implementation of a network security solution.
	
	
	

	3.3 Evaluate the implementation of a network security solution.
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	4. Be able to protect a networked environment.

	4.1 Review the security of a networked environment.
	
	
	

	4.2 Monitor a networked system.
	
	
	

	4.3 Identify a network security attack.
	
	
	

	4.4 Manage the protection of a networked security.
	
	
	

	5. Understand Firewall Solutions

	5.1 Identify firewall types and technologies.
	
	
	

	5.2 Identify current firewall solutions.
	
	
	

	6. Be able to implement a firewall solution.

	6.1 Design a multi-level firewall system.
	
	
	

	6.2 Design a multi-level firewall system.
	
	
	

	[bookmark: _GoBack]6.3 Evaluate the implementation of a multi-level firewall system.
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